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Lecture-48
Identify best practices for authorization
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Cloud IAM best practices

Use projects to group
resources.

Check the policy granted on
each resource.
0 Use "principle of least

privilege."

Use logs.

Audit membership.

In this lesson you will learn the best practices for authorization using cloud IAM. First leverage
and understand the resource hierarchy, specifically use projects to group resources that share the
same trust boundary, check the policy granted on each resource and make sure you recognize the
inheritance because of inheritance always use the principle of least privilege when granting roles.
Audit policies using cloud audit logs and audit memberships of groups used in policies.
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Service accounts best
practices

Exercise care granting the
serviceAccountUser role.

Provide a display name that
clearly identifies its purpose.

Establish a naming
convention.

Establish key rotation policies
and methods.

When it comes to using service accounts here are a few best practices be very careful when
granting the service account users role as it provides access to all the resources for which the
service account has access. Also when you create a service account give it a display name that
clearly identifies its purpose. Ideally using an established naming convention inside your
organization and when it comes to service account keys establish key rotation policies and
methods.



